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Objectives

o Geospatial data uncertainty and ethics
o Today'’s solutions to deal with uncertainty

» A new ethics-centered solution for system design:
» C.A.R.E.F.U.L.

o More new solutions
» GEOIDE Project #PIV-23

o Conclusion: impacts of geospatial data ethics

s on education
s On system design




Geospatial Data Uncertainty and Ethics

o There are thousands of ways to measure the

position, shape, orientation and size of
phenomena or objects

o Data uncertainty varies spatially and over time
o Ambiguity of concepts (semantics, geometry)
Poorly known resolution and precision

Lack of up-to-dateness and timeliness
Incompleteness

Low level of « processability »

» Everytime data is reused or transformed,
additional uncertainty is introduced




Geospatial Data Uncertainty and Ethics

s Uncertainty can be reduced

e Better observation technologies and methods
e Standards
e Training

» There always remain residual uncertainty
» Residual uncertainty = risk absorbed by

e data producers
e Data brokers
e Users

o Jurisdictions’ laws, Court decisions and
regulations define who take or share that risk




Geospatial Data Uncertainty and Ethics

» Typical users take digital data for granted,
assuming their quality is high and fits the
intended usage

» An increasing number of incidents and
accidents result from the inappropriate use of
geospatial data

» “Erroneous, inadequately documented, or
inappropriate data can have grave
consequences for individuals and the

environment.”
(AAG Geographic Information Ethics Session Description, 2009)
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Geospatial Data Uncertainty and Ethics

o From an ethics point of view:

» Poor quality data should not be used for sensitive
applications where it poses a risk of harm

o If it is to be used, then it will be necessary to build in
appropriate safeguards to avoid the harm, and to
provide effective warnings




Geospatial Data Uncertainty and Ethics

o From an ethics point of view:

o It is always possible, however, that a court might find
that the sensitive application ought not to have been

designed at all if the risks posed by the poor data are
too serious

o It is not enough just to anticipate the intended uses
and data quality requirements of a system. It is also
important to anticipate the possible misuses of the
system as well




Data Uncertainty: today’s approaches

Specifications, Metadata Quality analysis Context-sensitive
Quality control management system warnings

Spatial Methods to select Error-aware GIS,
Integrity constraints best sources Fuzzy operators
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Data Uncertainty: today’s approaches
Victims® app'roajcv_h'_eﬁs and reactions

Don’t follow

Never use
again...




Data Uncertainty: today’s approaches
Ethics-related issue

» Professional self-regulatory bodies have Codes
of ethics contained in regulations

o These regulations are enacted by governments

o Professionals’ primary duty is to the public
WEIEIE




Data Uncertainty: today’s approaches
Ethics-related issue

o Codes of ethics influence « Good Practices »

o EX. professionals must care about individuals and
environment

o « Professional misconduct » is typically set out in
regulations

» Ex. Negligence, failure to report or remedy to a
danger, to protect people

o In case of lawsuits, Codes of ethics have impact




Data Uncertainty: today’s approaches
Ethics-related issue

o Data uncertainty issues end up in the hands of
legal systems, but they begin in the hands of

systems designers

o Software engineering methods based on formal models are
recognized as the most rigorous approaches to develop quality
systems

» Good practices require to understand clearly data
quality requirements and fitness-for-use

o It is a duty for the expert to care about users and
to inform them about inappropriate usages of
spatial data




Data Uncertainty: today’s approaches
Ethics-related issue

o It is a duty for the expert to involve his client
during every phase of a system development
method

o This involvement must include decisions about

the risks related to spatial data definition,
selection, production, dissemination and potential
reuse (intended or not)

o Risk-related decisions must be understood and
approved by the client




Data Uncertainty: today’s approaches
Ethics-related issue

o This is the basis for a proposed new ethics-
centered approach that integrates good practices
into geospatial system development.

» It adds more ethics into Software Engineering,
Geomatics Engineering, and Risk Management
with regard to geospatial data usage

o This new approach is called C.A.R.E.F.U.L.

o (Computer-Assisted Risk Evaluation For Usage Limitation)




A New Approach called « C.A.R.E.F.U.L. »
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A New Approach called « C.A.R.E.F.U.L. »
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A New Approach called « C.A.R.E.F.U.L. »
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A New Approach called « C.A.R.E.FU.L. »
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A New Approach called « C.A.R.E.FU.L. »
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A New Approach called « C.A.R.E.FU.L. »
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More New Solutions

o A group of researchers have started a new
project involving Ethics among several elements
of solutions

» GEOIDE Project #PIV-23
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GEOIDE Project #PIV-23

o / Canadian researchers
o Geomatics, Law, Geography

o 4 international researchers
o USA, France, UK, Holland

o 10 governmental and industrial partners
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GEOIDE Project #PIV-23

Objective: to develop innovative solutions to evaluate Gl
quality and contribute to its responsible commercialization
and hence achieve an healthy protection of the public

Protection of
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$1 million, 3 years
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> EXAMPLES OF INSUFFICIENT PROTECTION A

Date: 2006-08-00

Place: Lexington, Kentucky

Country: USA

Description: Plane took off on a wrong runway and crashed in flames because the Pilot used
> an outdated airport map. IMPACT: 49 persons were Killed

Informations:

6th International Symposium on
Spatial Data Quality Quality: From
Process to Decisions

Dates: July 6th-8th, 2009

Date: 2007-07-00

Place: Laffrey (Isere)

Country: France

Description: A Polish bus falls and crush on a road of the Alps because the driver followed

the GPS's instructions. However, according to the road signs, the road is prohibited for bus
IMPACT: 26 dead




Conclusion: Impacts on Education

o Maturing market => Increased interest into ethics

» More PhD and MSc projects in this field

» New courses and new content in curricula
» Ex. Laval graduate course « Geospatial Data Quality »
» Ex. U. Ottawa graduate course « Geospatial Data and Law »
o Ex. MUN new material within GIS course

o Continuing Education
» EX. training for future lawyers at Univ. Ottawa
o EX. Laval 2-day course on Spatial Data Quality




Conclusion: Impacts on Professional
System Designers

o Ethics leads to protecting users against harm
o Several approaches exist to reduce risks

» Ethics leads to manage the risks related to
uncertain data or inappropriate uses of data
s including unintended uses

o CAREFUL is a new ethics-centered approach

extending formally proven software engineering
methods

o Other projects are going on in our GEOIDE team




